UBND TINH QUANG NGAI CONG HOA XA HOI CHU NGHIA VIET NAM

SOTHONG TIN VA TRUYEN THONG Doclap — Tu do—Hanh phiic
S6:661 ISTTTT Quang Ngai, ngay 11 thang 6 nam 2021

Vv canh bao hinh thie tn cong gia mao
email lién quan dén dich Covid-19 va
Vaccine Covid-19

Kinh gtr:
- Véan phong: Tinh uy, Poan PBQH&HDND, UBND tinh;
- Cac S, ban nganh; Hoi, doan thé tinh;
- UBND céc huyén, thi x3, thanh phd;
- B40o Quang Ngi, Pai Phét thanh va Truyén hinh tinh.

Thoi gian qua, nhiéu nhom hacker d3 tin cong lira ddo ngudi dung Viét
Nam théng qua hinh thirc gtri c4C email gia mao vé6i tiéu dé va ndi dung lién
quan dén dich Covid-19 va Vaccine Covid-19 ¢6 dinh kém file chira ma doc
“Giam gia Dien dich Covid-19.docx” va “Covid-19-Vaccines.xlsm”. Khi nguoi
dung mo file ndy, ma déc sé tdn ¢dng vao may tinh, gidp hacker cé thé diéu
khién dwgc mdy tinh tir xa, ra lénh tii vé cac ma déc khdc, danh cdp div ligu,
mdt khau, chup man hinh...

S& Thong tin va Truyén thong dé nghi 13nh dao cac co quan, don vi chi dao
can b, cong chirc, vién chie va ngudi lao dong thue hién mot s6 bién phép sau
dé han ché céc rai ro vé nguy co mat an toan thong tin:

1. Than trong khi m& va tai vé file dinh kém trong email. Trudng hop nhan
dugc email nghi ngd gia mao, can lién hé can bo ky thuat dé duoc hd tro kip
thoi hodc truy cap vao trang web https:/khonggianmang.vn cua Trung tam
Giam sat an toan khong gian mang quoc gia dé sir dung cong cy hd trg kiém tra
phong chdng tin cong gia mao email.

2. Khi phat hién cac hé thdng hay cac ngudn dit lidu cd biéu hién bi tin
cong, trién khai ngay cac bién phap xu ly ngén chan lay lan trén hé thong va
thong bao vé Doi timg ctru sy ¢b an toan thong tin mang tinh Quang Ngai dé co
cac bién phap hd trg, xur 1y kip thoi.

3. Tang cuong cong tac tuyén truyén, nang cao nhan thic dé ngudi dung cé
thé nhan biét duoc phuong thirc, hanh vi cua nhiing ké tan cong lira ddo qua
email va cac hinh thtrc tan cong kKhac trén moi truong mang.

Tran trong./.

Noi nhin: KT. GIAM DOC
- Nhu trén; D33
- Phong VH&TT céc huyén, thi x4, thanh phd;
- UBND céc x4, phuong, thi trén;
- Thanh vién D6i ung ctru sy ¢ ATTT mang tinh;
-S6 TT&TT: Lanh dao So,
Cac phong chuyén mén, TT CNTT&TT;
- Luu: VT, CNTT.
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